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Academic Editor: Contemporary cybersecurity demands have elevated network protection
Dr. Muhammad Nabeelto a fundamental requirement for any computational system. Safe-
Asghar guarding networks from unauthorized infiltration is essential for main-
Submitted: June 21, 2024 taining seamless operational continuity in advanced network infrastruc-
Revised: August 19, 2024 tures. Network protection has emerged as a dominant concern within

Accepted: September 01, 2024 the information technology domain. Cybercriminals and malicious ac-
tors execute countless successful penetration attempts against network
Keywords: systems. An Intrusion Detection System serves as a cornerstone in
Network Intrusion Detection, network defense, identifying and recognizing irregularities within net-
artificial intelligence, 10-fold work security frameworks. IDS effectiveness can be evaluated through
and JackKnife validation its intelligence capacity, operational efficiency, and precise identification
techniques, MLP classification of both novel and familiar attack patterns. The maximum gain prin-
algorithm ciple provides optimal anomaly detection capabilities. This research
presents a machine learning architecture utilizing multilayer perceptron
(MLP) classification achieving 99.98% accuracy. The methodology is
validated using 10-fold and JackKnife cross-validation techniques. Crit-
ical performance indicators including Accuracy, Sensitivity, Specificity,
and Matthew’s Correlation Coeflicient are analyzed to assess system
performance. All evaluation metrics achieved peak performance ratios,
demonstrating MLP’s superiority as a classification approach. The pro-
posed model’s accuracy, sensitivity, specificity, and MCC values reached
99.99% when tested on the complete UNSW-NB15 dataset. These find-
ings indicate significant accuracy improvements through various percep-
tron architectural configurations. Both K-fold and JackKnife method-
ologies successfully achieved 99.99% accuracy rates.

1 Introduction

In today’s interconnected digital landscape, where every entity continuously generates data and main-
tains constant global connectivity with various devices, technological advancement has transformed
modern life dramatically. The exponential growth in internet-based attacks presents significant se-
curity challenges, necessitating the development of adaptable, flexible, resilient, and security-focused
solutions. The substantial transformation in modern network traffic characteristics [I}, 2] creates vul-
nerabilities and security gaps that compromise existing protection mechanisms. Extensive research
has been conducted on anomaly detection within Intrusion Detection Systems. A major challenge in
network intrusion detection involves the massive data volumes generated and collected from network
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users. As internet connectivity becomes ubiquitous across devices, users demonstrate increasing en-
thusiasm for connected technologies. User populations utilizing network services and resources expand
continuously, generating enormous volumes of modern network data traffic [3, 4], alongside correspond-
ing data growth. Protecting users and clients securely remains essential. Additionally, increased data
volumes extend processing times, thereby impacting IDS model performance. Network intrusion can
be characterized as a series of activities that compromise confidentiality, integrity, and availability [5] [6]
as shown in Figure
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Figure 1: Core IDS Components .

Intrusion Detection encompasses monitoring and analyzing network or computer system events
to identify security compromise indicators. Traditional intrusion prevention methods, including ac-
cess control mechanisms, firewalls, encryption protocols, and password-based security systems have
proven insufficient for complete network and system protection against evolving, sophisticated attacks
and malicious software |7, 8]. Various datasets have been developed to address network anomalies over
time. Each new dataset represents enhanced and redundancy-free improvements. The most recent IDS
training and testing dataset is UNSW-NB15, introduced in 2015. It contains approximately 100GB
of raw network [5] traffic data with more precise and targeted features and classifications to meet
current and future IDS model development requirements. A fundamental objective in machine learn-
ing research involves systematically identifying complex data patterns and relationships to generate
intelligent outcomes based on specific datasets and historical experience.

IDS systems are categorized into Host-based IDS (HIDS) and Network-based IDS (NIDS) [9, [10].
HIDS operates exclusively on individual host systems using signature databases. HIDS efficiency im-
proves through signature database updates. Signatures represent databases containing comprehensive
lists of known viruses and anomalies. When these predefined signatures encounter novel signatures,
automatic updates do not occur, resulting in system protection failures. Passive IDS systems detect
anomalies after system intrusion occurs. Conversely, Network Intrusion Detection Systems (NIDS)
operate proactively, discovering and responding to real-time scenarios. Research focuses vary between
HIDS and NIDS approaches. According to [11], HIDS closely resembles antivirus programs. Currently,
researchers and scientists emphasize NIDS development due to its proactive nature compared to HIDS.
Through Intrusion Detection capabilities, systems prevent compromise from network anomalies and
attacks. Due to system and model complexity, legacy IDS solutions fail to meet contemporary re-
quirements. Network system attacks occur continuously, numbering in millions daily [12]; therefore,
encountering these attacks requires timely IDS system updates and redesigns. Primary IDS function-
ality involves classification methodologies and techniques implemented through various classification
algorithms and approaches. IDS combines hardware components with software essentials. IDS repre-

ID: MLHI/V22-17 2



Machine Learning for Human Intelligence Vol. 2, Issue 2

sents a security component that prevents system compromise from suspicious activities and malware
attacks. Anomalies can damage network data traffic and performance. Within intrusion detection
frameworks, detection models learn from previously reported attack patterns and identify similar in-
coming traffic not encountered previously.

2 Related Work

Previous IDS research has employed numerous approaches from various knowledge domains to develop
effective IDS solutions, though such approaches typically contain limitations. In [I3], the author
conducted a comprehensive survey defining Software Defined Network Technology, Deep Learning,
and Machine Learning approaches, with deep learning practically implemented in Network Intrusion
Detection Systems. They proposed combined ML /DL methodologies simultaneously. [14] introduced
a Gradient Descent (GD) neural network-based algorithm. Before algorithm implementation, accuracy
rates approached 50% with false positive and false negative rates at 50% respectively. F-measure mean
values in GD-based neural networks reached approximately 39%, which improved to 60% using Fractal
-based neural networks, demonstrating significance. Multilayer perceptron (MLP) [I5] analysis was
conducted on two datasets with different characteristics. The primary objective involved comparing
flow- based IDS performance using MLP. MLP demonstrated superior performance compared to J48
decision trees [15]. Another proposed algorithm utilized SVM [16], randomly selecting three features
that provided promising results with 98.76% accuracy, 0.09% false positive rate, and 1.15% false
negative rate, all exceeding normal SVM values. One consideration is that this algorithm doesn’t
confirm which features contribute to optimal outputs.

A study [17] implemented a two-stage classifier approach: binary classification and multi-class
classification for detection speed and accuracy prediction. UDP attack classification performance was
suboptimal according to proposed algorithm results. The algorithm initially eliminates noisy or irrel-
evant features, reducing overall processing time. EM clustering, Logistic Regression, and Naive Bayes
represent ML approaches for distinguishing normal and abnormal behavior. Multiverse Optimization
(MVO) algorithm [I8] was proposed for ANN training. This model achieved 98.21% and 99.61% De-

Table 1: UNSW-NB15 Feature Categories

Attack Class Selected Attributes
Normal Traffic 1,2,6,10,11,15,18,19,20,21,29,31,34,36,37,47
DoS Attacks 6,10,11,13,14,15,16,17,23,31,36,37,39,40,42,43,44,45,47

Fuzzing Attacks 2,4,6,10,11,14,15,16,28,29,31,36,37,39,40,41,42,45,46,47
Backdoor Attacks | 6,10,11,14,15,16,37,41,42,44,45

Exploit Attacks 5,6,10,11,13,14,16,17,19,31,33,36,37,41,42,45,46

Analysis Attacks | 6,10,11,12,13,14,15,16,34,35,37

Generic Attacks 6,9,10,11,12,13,15,16,17,18,19,20,23,28,31,33,34,46
Reconnaissance 9,10,14,16,17,19,20,27,28,30,31,34,37,41,42,43,44,45,46,47
Shellcode 4,6,9,10,12,13,14,15,16,17,18,23,37,44,45

Worm Attacks 5,9,10,11,13,14,17,23,37,41,46

tection Accuracy on NSL-KDD and UNSW-NB15 respectively as given in Table[I] [19] demonstrated
that hybrid Genetic Algorithm and SVM approaches enable better training data selection, generating
improved performance rates, true positive and false positive rates. This framework’s performance on
KDD datasets was exceptional compared to UNSW-NB15 because it encompasses all legacy features
and groups in KDD 99 datasets. Initial data preprocessing employed the proposed Apriori algorithm
with central point (CP) [20], demonstrating comparatively improved preprocessing times. The cen-
tral point (CP) played crucial roles with Apriori algorithm assistance in reducing preprocessing time.
Decreased preprocessing time positively affects overall system performance. Naive Bayes and Logis-
tic Regression techniques were implemented for normal and abnormal attack classification. Machine
learning techniques analyzed features using KDD 99 and UNSW-NB15 datasets [12]. ML approaches
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eliminated redundant and irrelevant features. After irrelevant feature elimination, processing time
decreased while detection rates increased. In [21I], the author implemented a two-level defense archi-
tecture model named NvCloud IDS (Network and Virtualization). This model analyzes incoming and
outgoing network traffic behavior on cloud network servers (CNS) at the first defense level. At the
second defense layer, VM traffic analysis separates normal and abnormal traffic as shown in Figure

Figure 2: ML Approach Accuracy Comparison.

In [27], authors proposed Multi-SVM IDS development for smart grid models. All SVM models in
grid networks operate on different network topologies and algorithms. Security checks are installed at
network entrance points as IDS systems. One demonstrated point shows multi-SVM achieves higher
detection ratios than Artificial Neural Networks. In [28], authors utilized MLP achieving 97.8% ac-

curacy using Levenberg Marquardt Algorithm, which lacks precision due to insufficient proximity to
100

3 Materials and Methods

In [23], authors proposed Association Rule Mining (ARM) techniques applied to KDD 99 and UNSW-
NB15 datasets for normal and abnormal parameter categorization. When numerous similar values
exist in records, decision engine algorithms perform poorly. In [24], the dataset is explained, claiming
UNSW- NB15 datasets are more complex than KDD 99 datasets due to similar behaviors in normal
network traffic and contemporary attacks. K-means centroid-based machine learning classification
techniques served as classifiers for KDD 99 and UNSW-NS15 datasets [25]. In [26], the new Earth
Mover’s Distance (EMD) approach achieved maximum 99.95% detection accuracy when implemented
on KDD 99 datasets.

Selecting relevant and useful datasets for evaluating and assessing powerful IDS schemes is essential
for dataset selection. Although various datasets are available for IDS system training and testing,
some datasets have become outdated or expired over time due to new dataset additions or insufficient
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information regarding novel network system attacks. Commonly used datasets in early network research
included DARPA 98 and 99 [16], which were adequate for that era’s network security, primarily designed
for military communication networks. Over time, existing datasets failed to meet modern security
parameters, leading to KDD CUP 1999 [16] introduction, basically an extension of existing DARPA
98 datasets with updates and new features. Considerable work has been accomplished using KDD
datasets, though they include inappropriate raw data and redundancy. KDD 99 dataset updates and
enhancements removed redundancy, creating the NSL-KDD dataset. However, over the past decade,
NSL-KDD datasets have failed to address real-time problems due to dramatic real-world scenario
changes.

In contemporary times, technological advancement peaks, resulting in enormous network data traf-
fic volumes generated through various connected devices and nodes, including loT devices, gadgets,
sensors, handheld devices, computers, and networks, all contributing to data generation. As data vol-
umes increase, network security concerns reach high-risk levels because legacy datasets lack information
about new technologies and techniques, potentially compromising network security. To address these
issues and abnormalities, a new dataset was introduced in 2015, namely UNSW-NS15, by [22] 23] 24].
It contains more features than NSL-KDD datasets, approximately 49 features and 9 categories or
class types [25, 26, 27] excluding normal classes. UNSW-NS15 datasets consist of four primary data
files. Files one, two, and three contain approximately 700,001 records each, while file four contains
440,044 records. The subsequent data preparation step involves combining all four files into a single
file, creating a new file containing approximately 2.5 million records [28]. Managing such enormous
files is challenging without machine learning techniques. This raw dataset contains numerous null val-
ues, leading to inaccurate research results. Approximately 87.3% of records are normal, while 12.7%
represent abnormal records in UNSW-NB15 datasets.

3.1 Proposed Framework

The suggested concept layout is illustrated in Figure[3|below. This section proposes using LabelEncoder
and standard scaler in data preprocessing phases for data normalization, reshaping data into appropri-
ate formats. Subsequently, the dataset is split into training and testing sets. After dataset splitting,
the proposed methodology is implemented and tested using 10 and 700 splits in k-fold cross-validation
strategies for intelligent decision-making.

3.2 Data Preprocessing

Preprocessing involves various classification processes for reshaping or reformatting data into useful
dimensions. This section preprocesses datasets by selecting machine learning methodologies and tech-
niques. Data preprocessing importance is crucial for accurate results because data redundancy and
integrity may influence generated outcomes. Different methods and statistical tools including WEKA,
R~ programming, Python, and SAS are available for performing these tasks. Data preprocessing’s
primary task involves transforming raw data into processed forms with more predictable patterns. At
this stage, preprocessing is used for data regularization and standardization. Researchers in [29] noted
that string values exist in most dataset columns; each string value is mapped to integer or numeric
values because machine learning doesn’t recognize string values. Dataset examination identified miss-
ing column headings for each column; therefore, all columns require labeling for easy identification.
Second, NaN values are filled with zero values because nan values can impact research results. Third,
data is converted from string to numeric data types because machine learning doesn’t process string
values, only numeric values with data scaling. Nine columns were identified containing object/string
datatypes.

3.3 Data Normalization

Dataset normalization phases represent key model points. For this purpose, Python programming’s
LabelEncoder method is used to map or convert string/object data types into integer data types.
Numerical representation was essential because machine learning techniques cannot process string
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values. Standard Scaler is also used for data standardization. Data standardization is crucial because
machine learning approaches perform better and faster when features are on similar scales or normally
distributed. StandardScaler is computed using the following Equation [T}

z=(x—p)/s (1)

Where p represents mean and s represents standard deviation. Standard Scaler reformats data with

H @ Signature-Based Detection
Effective for known threats but may miss

| I new or modified attacks.
INDD

. . / [&,@ Anomaly-Based Detection
Which detection A - A
etects unknown threats but may
method should generate false positives.

be used for the
IDS?

Hybrid Detection

Combines both methods for
comprehensive threat detection.

Figure 3: Proposed IDS Architecture.

0 mean and 1 standard deviation. Two main reasons for using Standard scaler are listed below [30]:

1. It is utilized when datasets contain negative values, helping arrange such negative data into
normal distributions.

2. It is beneficial when classification is more important than regression.

The primary purpose for using standard scaler is that data contains negative values that don’t demon-
strate normal distribution.

3.4 Min-Max Scaling

According to [31], min-max normalization techniques are used for transforming outputs from one value
group to new value groups. Generally, particular feature minimum values are converted to 0 and
maximum values converted to 1, while other values between 0 and 1 transform into decimals between
0 and 1. Min-max scalability enables recent intrusions of particular classes to be added to datasets
without requiring complete layer training, only disturbed layers require training [33]. Hyperbolic
tangent functions are among the most significant activation functions, enclosed within -1 to 1 ranges
[37], Equation

6(z) = tanh(z) = (¢* — e~*)/(¢" + ™) (2)

can be calculated using the following Equation

(o — min(z))

(3)

= (maz(x) — min(z))

where, zn = new variable x value 0 = current variable x value min(x) = minimum dataset value
maz(x) = mazimum dataset value Due to non-linear Multilayer Perceptron (MLP) popularity in
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current research, MLP is briefly presented in this section. MLP represents one of the best ordinary
function classifiers demonstrating capabilities and efficiency for handling various application fields
[32]. MLP is also an optimal passive network model [33]. MLP is an artificial neural network branch
consisting of at least three node layers with directed graphs [34]. It shares similar models with sigmoid
functions with several sigmoid function benefits. These include derivatives utilized in neural network
training, examined in future backpropagation algorithm sections. Where w denotes weight vectors, x
represents input vectors, b represents bias, and phi represents non- linear activation functions. Neural
networks are particularly competent for incident prediction when networks have large databases [28].
Each node is separate from input nodes. Testing and training phases can be implemented within short
and long periods respectively. MLP requires considerable training time but has rapid testing times
[32]. Total output numbers or anticipated classes and total hidden layer numbers represent significant
MLP algorithm execution design considerations. Linear, Sigmoid, and Hyperbolic functions can be
implemented in MLP algorithms [35].

3.5 Validation Techniques

This represents highly effective techniques for determining suggested model effectiveness. It further
assists in preventing over-fitting while ensuring projected models are comprehensive for separate data
by subdividing datasets into multiple folds using K-folds schemes [36]. Thus, all record entries in
actual training datasets are used for both training and testing. Cross Validation is specifically em-
ployed in ML for evaluating machine model expertise on unseen data. The suggested model version
splits datasets into 10 equal folds for K-Folds and 700 folds for JackKnife processing. In [38], K-Fold
parameters divide data into k roughly equivalent chunks. Numerous justifications exist for applying
Cross validation approaches including data inadequacy, avoiding overfitting issues, and classifying and
fine-tuning suggested model parameters in Equation
Si id] = ! 4
iomoidf(x) = @
In this practice, datasets are arbitrarily divided into K components. Suggested models are consequently
trained through k-1 MLP falls under supervised networks due to backpropagation usage [36]; therefore,
required responses must be trained beforehand. MLP is typically used for pattern classification. MLP’s
advantage is that it not only detects attacks but also identifies attack types [39]. MLP also enhances
portions and tested on remaining portions. This action is repeated K times, ensuring every K portion
is exclusively applied once as test data. [40] explained that accuracy acquired in every single iteration
is averaged to achieve optimal accuracy rates.

3.6 JackKnife Technique

Another cross-validation method is JackKnife, introduced by Quenouille [4I]. Since data is used
extensively, this technique’s main purpose is overcoming over-fitting problems in data. JackKnife
evaluation engages in computing statistical interest facts for all data combinations where one or more
original data observations are removed, calculating estimates and averaging these calculations [42].

3.7 Results and Performance Evaluation

MLP classifier performance is based on accuracy, sensitivity, specificity [43], and Matthew’s correlation
coefficient. These three metrics are estimated through True Positive measures, False Positive measures,
False Negative measures, and True Negative measures. These values are acquired from confusion
matrices as shown in Table I. Confusion matrices compose instance numbers predicted accurately or
inaccurately by classification models. Confusion matrices work as core source units containing all
information about predicted and unpredicted attacks as shown in Table
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Figure 4: Multilayer Perceptron.

Table 2: Attack Evaluation Confusion Matrix

Attack Classification | Connection Type

Normal Attack
Normal True Positive 2218738 | False Negative 27
Attack False Positive 8 True Negative 321275

3.8 Training and Testing Data

This research’s main theme is dataset in Equation [j]
Sensitivity = (TP)/(TP + FN) (5)

When discussing specificity, it represents probabilities of how efficiently proposed approaches can per-
fectly predict negative instances and is computed using Equation [6}

Specificity = (TN)/(TN + FP) (6)

Earlier researchers have used selected datasets for generating optimal detection rates or accuracy.
Our research uses all available data records in UNSW-15 datasets. UNSW-15 datasets contain four
data files, each Matthew’s Correlation Coefficient (MCC) is widely used as performance metrics for
imbalanced and large data [44], [45]. It represents balanced measures usable even when classes have very
different sizes. MCC represents significant correlation coefficients between undetected and detected
dataset classifications. 10 iterations lead to better analysis and testing of complete dataset records.
Independent tests using MLP classifiers measure 99.9887% accuracy. K-fold tests measure 99.999%
accuracy using MLP classifiers. These results demonstrate method performance accuracy. 99.998%
accuracy was achieved when executing JackKnife. Matthew’s Correlation
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3.9 Experimental Results

Coefficient also generated good results at 99.993% in both k-fold and JackKnife techniques. Specificity
and sensitivity percentages are also very high at 99.998 and 99.997 respectively in both techniques.
For evaluating each IDS model, ordinary benchmarks exist for determining whether efficiency is suffi-
cient. Accuracy, True Positive, True Negative, and Precision represent major terms used in IDS model
evaluation. Appropriate IDS would prefer higher Accuracy. Therefore, results causing higher accuracy
percentages heavily depend on feature selection. Feature selection processing was not performed for
data categorization. Default features were used as shown in Table [1} selected features differ according
to category-wise classifications, with some features falling into multiple categories depending on se-
lection criteria and algorithms. Table [2| shows different approaches, algorithms, and machine learning
methods used in customized ways for producing higher accuracy ratios. Figure [2] shows method-wise
accuracy percentages at 99.96% achieved using Naive Bayes methods under certain conditions. Lowest
accuracy percentages are 78.47% achieved using EM Clustering techniques as given in Table All

Table 3: Classification Performance Metrics

Classification Metric | Accuracy | Sensitivity | Specificity | MCC

MLP 99.9987 99.9988 99.9191 99.9492
MLP+10-FOLD 99.9986 99.9987 99.9975 99.9937
MLP+JACKKNIFE 99.9986 99.9987 99.9975 99.9937

techniques and methods resulting in higher accuracy were obtained on selected dataset portions. These
methods were not previously implemented on complete datasets; now machine learning methods are
executed on complete datasets to observe impacts and results. For this purpose, k-fold and jackknife
techniques falling under machine learning are used. In k-fold, datasets are processed in 10 iterations
with each iteration producing accuracy results. At all iteration ends, all results are combined and
average final results are calculated, which are better than single iteration results because in 10 itera-
tions, datasets are divided into 4 training sets and 1 testing set. These sets change in all outputted
nearly equal results, with result figures at 99.9937% for both K-fold and JackKnife methodologies.
These results show that using K-fold techniques adds advantages because it only uses 10-folds while
providing identical results instead of using 700-folds. It also affects execution time, which is also major
parts for achieving optimal results.

4 Discussion

It is observed that proposed approaches showed ways to enhance intrusion detection overall performance
through preprocessing, normalizing, and scaling datasets, splitting them into multiple equal folds.
UNSW-NB15 datasets lack column headings, making data analysis difficult by columns; to overcome
this, column headings were named. Sometimes data also contains missing values, represented as NaN
values. To handle NaN values, different options are available, such as deleting rows with missing values,
but this approach is not optimal because deleting entire rows affects results. In this research, NaN
values were replaced with zero values.

Datasets generally comprise different data types including integers, strings, floats, etc., but machine
learning techniques only understand numeric values, so to generate accurate results, non-numeric values
must be converted to numeric values. After completing these steps, target columns are excluded from
datasets, and remaining dataset portions are used for training and testing. Standard scalers are used
for normalizing and reshaping data. After data normalization, MLP independent tests were conducted
on normalized data, achieving 99.9887% accuracy figures. We wanted to optimize these results using
K-fold techniques implemented on datasets. This technique splits data into equal portions; we figured
k=10 in k- fold cross-validation, meaning it iterates data ten times with each portion used only once
as testing portions.

This method ensures complete data is used as testing and training parts equally. If one part is used
at any stage as testing, it will never be used in future as testing parts. This approach helps deeply an-
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alyze and test complete data. Although this approach requires time for executing such huge datasets,
this procedure is effective for learning intrusion detection systems in better ways. Machine learning
approach Multilayer Perceptron (MLP) is applied as classifiers with different parameters such as "hid-
den layer sizes’. Confusion matrices are calculated using MLP classifiers. Through these confusion
matrices, 99.99% figures were achieved for Accuracy, Sensitivity, Specificity, and Matthew’s Correla-
tion Coefficient (MCC). We further tested datasets to obtain optimal results by dividing datasets more
deeply. This was accomplished using JackKnife approaches, where k=700 folds were used, which is very
lengthy process for executing large data amounts. But when analyzing JackKnife approach outputs,
they behaved identically in results like 10-fold. Therefore, we conclude that MLP classifiers perform
much better using 10-fold. Obviously, it requires considerable time for processing and executing 700
folds, then calculating values according to performance metrics. But when results are compiled as
shown in Figure 7, identical results were shown as obtained from using 10-folds processes, meaning
there is no need for processing lengthy and time-consuming processes like JackKnife.

5 Conclusion

In this information and digitalization era, either enhancing existing IDS model efficiency or devising
such secure frameworks that address next-generation network security aspects is essential. A machine
learning framework based on multilayer perceptron (MLP) classifiers with 99.98% accuracy is devised.
This work is further validated through 10-fold and JackKnife cross-validation. Key metrics for ob-
serving accuracy impacts and other performance measurement metrics such as Sensitivity, Specificity,
and Matthew’s Correlation Coefficient are discussed. All metrics show good results, meaning MLP is
the suitable classification technique. The suggested model’s accuracy, sensitivity, specificity, and MCC
rates computed as 99.99% using UNSW-NB15 datasets. K-fold and JackKnife are capable of earning
99.99% accuracy.
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