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Abstract

Cloud computing represents a transformation paradigm in contempo-
rary computer science applications. The foundation of cloud infras-
tructure relies heavily on virtualization techniques, whereby singular
physical resources are transformed into multiple virtual counterparts.
The virtualization process encompasses various components, including
storage systems, computational processors, volatile memory units, net-
working infrastructure, and additional hardware resources. Both proces-
sor and network virtualization technologies deliver substantial benefits,
including reduced hardware expenditures, decreased energy consump-
tion, and minimized administrative overhead for resource management.
This research concentrates on evaluating and analyzing network virtu-
alization implementations across various cloud computing hypervisors
while comparing their performance metrics. The comparative analy-
sis is grounded in experimental studies conducted on three prominent
platforms. Our findings demonstrate that virtual network architectures
provide enhanced scalability and security compared to traditional phys-
ical networks. The capability to assign multiple virtual interfaces to
individual virtual machines presents significant operational advantages.
Through comprehensive experimentation comparing virtualized against
non-virtualized environments across all evaluated hypervisors, we deter-
mined that virtual networks function effectively both with and without
VLAN tagging mechanisms. Hyper-V exhibits superior flexibility and
configuration options regarding VLAN tagging compared to XenServer
or vSphere implementations.

1 Introduction

This section establishes the fundamental knowledge required for comprehensive understanding of cloud
computing principles. We structure this foundation into essential subsections to support subsequent
discussions throughout this paper. The primary divisions include: first, an exploration of the "Cloud"
concept itself; second, an examination of "virtualization" technologies; and third, a summary of the
remaining article content. In the current technological era, most individuals are familiar with the latest
hardware innovations and improvements developed by technology companies from various manufac-
turers including Intel, Apple, AMD, and other industry leaders. Contemporary machines incorporate
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advanced and updated technologies, demonstrating significantly superior performance and capabilities
compared to systems utilized fifteen to twenty years ago.

Detailed research into the improvement and enhancement processes underlying these modern hard-
ware technologies reveals that hardware development has approached its theoretical limits. Continuous
technological evolution has rendered hardware components so dense and complex that further advance-
ment presents significant challenges, and when possible, remains economically prohibitive. Conse-
quently, manufacturers and technologists have shifted their research focus toward maximizing output
from existing hardware resources rather than increasing density and complexity. Cloud computing has
emerged as a direct result of these research initiatives.

Performance analysis reveals that XenServer and vSphere deliver superior network throughput for
both TCP and UDP protocols compared to Hyper-V, while Round Trip Time (RTT) measurements in
virtual networks show increased latency across all hypervisors relative to non-virtualized environments.
CPU utilization monitoring indicates that vSphere and XenServer consume more processing resources
during network operations compared to Hyper-V. Additionally, processor virtualization demonstrates
minimal impact on average scheduling time compared to non-virtualized systems. We conclude that
the marginal performance reduction associated with virtualization is negligible when weighed against
the substantial advantages gained from implementing virtualized cloud hypervisors. This research
provides valuable insights for organizations considering virtualized data center deployments.

2 Literature Review

This section examines previous research conducted in cloud computing and virtualization domains and
differentiates our work from existing studies. We conclude this section by explaining our contribution
to network virtualization research. Previous research primarily focuses on implementation mechanisms,
algorithms, virtualization technologies, and related areas within cloud computing environments. Our
primary focus centers on describing previous research work in network virtualization. models are inad-
equate for properly managing and monitoring interconnections among virtual resources, necessitating
the implementation of robust techniques, namely network virtualization. Network virtualization of-
fers enhanced advantages and functionalities compared to physical networks, including software-based
management and control capabilities.

In recent years, network virtualization has garnered considerable interest from researchers. Chowd-
hury et al. [10] examined network virtualization and four extant technologies that closely align with
its principles. They identified areas and initiatives for the deployment of network virtualization and
examined the architectural characteristics of network virtualization in cloud settings. According to
these authors, rather than redesigning entire systems from scratch, network virtualization with sup-
port for coexisting multiple current architectures represents the solution for overcoming challenges and
issues in existing systems and internet infrastructure. According to their research [8], Open vSwitch
acts as a bridge between Physical Interfaces (PIFs) and VMs. While functioning as a Layer 2 switch,
it replicates Ethernet switching behavior using VLAN, RSPAN, and ACL technologies. Open vSwitch
exposes interfaces for state management and forwarding, but its connectivity management adheres
to a model akin to OpenFlow [11]. Pfaff et al. [8] elucidated the implementation of Open vSwitch
for centralized management, virtual private networks, mobility, distributed configuration, network host
visibility, and IP subnet segregation. Our investigation concentrates on evaluating Open vSwitch based
on various parameters using XenServer hypervisor.

3 Methodology

For some practitioners, cloud computing signifies a fascinating concept; however, many remain unclear
regarding its exact definition [1]. Cloud computing constitutes a distributed computer system design.
Before examining the applications and implementations of cloud systems, we must establish a clear
definition of cloud computing. Numerous definitions exist for cloud computing, yet none provide a
completely concrete and comprehensive characterization. Each definition emphasizes different aspects
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of cloud computing, with primary focus areas including scalability, resource monitoring, automation
and optimization, collaboration capabilities, cost-effectiveness, utility computing, user accessibility,
service delivery, and hardware/software virtualization [1]. Vaquero et al. [1] proposed a comprehen-
sive definition that considers all features and factors inherent in cloud systems: Clouds are extensive
reservoirs of readily available and accessible virtualized resources, including hardware, development
platforms, and services.

Figure 1: Service Provider User Relationship Model

Cloud systems seek to delegate these services to cloud Infrastructure Providers (IP) as a service
model. This configuration reallocates computer resources from service providers to infrastructure
providers, leading to improved flexibility and cost savings for service providers. Figure 1 depicts this
relationship [1, 2]. According to cloud service categories, these services can be categorized into three
separate models:

Infrastructure as a Service (IaaS): Infrastructure providers generally manage data centers housing
numerous physical machines using various hypervisors that facilitate multiple virtual machines. These
virtual machines encompass virtualized resources. Users generally access one or many virtual computers
via internet connectivity. For users, these virtual machines operate as real computers that may be
accessed remotely [1, 3]. Platform as a Service (PaaS): PaaS offers users a computing platform,
unlike IaaS. Users access the system via many software interfaces and employ the system’s resources.
The requirements and management of hardware resources remain apparent to users.

4 Understanding Virtualization Technologies

In earlier parts, we have often mentioned the term "Virtualization," but what does "Virtualization"
truly denote? Mike Adams, director of product marketing at VMware, a leader in virtualization and
cloud software services, states, "Virtualization software enables the simultaneous operation of multiple
operating systems and applications on a single server." It allows enterprises to decrease IT expenditures
while enhancing the efficiency, use, and flexibility of current computing gear. According to Adams’
explanation, virtualization denotes an environment where resources function within a regulated virtual
framework instead of on tangible physical resources. Virtualization enables a single physical machine’s
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resources, such as main memory, CPU, and storage, to be employed as several virtual processors,
memory units, and storage systems.

4.1 Distinguishing Virtualization from Cloud Computing

A prevalent misperception is that virtualization and cloud computing are identical; however, this
is inaccurate [6]. This misconception generally stems from the profound interrelationship between
virtualization and cloud computing technologies. Virtualization and cloud computing jointly offer a
range of services, including private cloud implementations [4]. Virtualization, specifically known as
virtual machines (VMs), is founded on physical computer resources. These virtual machines possess
their own virtual storage devices and network connectivity, while the cloud dictates the allocation,
delivery, and presentation of these virtualized resources. A cloud environment can be created without
employing virtualization technology. Nonetheless, virtualized resources render the environment more
scalable in comparison to non-virtualized implementations [6, 7].

4.2 Virtualization Implementation in Cloud Computing

Numerous research articles discuss these virtual components. In cloud environments, multiple virtual
resources function collectively as a cloud system and deliver services to end clients or users. For
these virtual resources, or more specifically, virtual machines, to provide services, they must work
collaboratively. If VMs collaborate, communication mechanisms must exist, as collaboration would
be impossible otherwise. The answer is affirmative: there exists a mechanism called networking, or
more specifically, network virtualization [5]. Communication mechanisms require various management
and control methodologies. Although virtual environments have multiple advantages, they also pose
some obstacles, such as scale, migration, isolation, and security issues [8]. These difficulties necessitate
resolution [8]. In physical networks, we may monitor and regulate network traffic between nodes
utilizing specialized tools and dedicated hardware. Nonetheless, in virtual contexts, this becomes
even more challenging. In virtual networks, communication is directed at the virtual layer, where it
can potentially bypass any physical network hardware, making network communication tracking and
control significantly more challenging [5, 8, 9]. Network virtualization promises to address all these
challenges.

5 Experimental Setup and Implementation

In prior sections, we examined XenServer, Hyper-V, vSphere, virtual machines, virtualization, Open
vSwitch, XenCenter, and associated concepts. This section focuses on experimental environment setup
and evaluation procedures. Our primary objective involves establishing virtualized cloud environments
for all the mentioned hypervisors.

5.1 XenServer Implementation

This section delineates the experimental configuration for XenServer hypervisors. All hypervisor host
servers employ machines with identical setups. Initially, we acquired the ISO file from the Citrix
website, available for download on their official portal [34]. Upon completion of the download, we
generated a bootable USB device using this image. Our trials employed XenServer version 6.2.0,
which incorporates Open vSwitch version 1.4.6. XenServer is constructed on the Linux kernel, and its
installation procedure is akin to that of other Linux distributions. Nonetheless, hardware specifications
impose specific limitations. XenServer requires a maximum of 1TB and a minimum of 1GB of RAM,
supports up to 19 and at least 1 100Mb or faster NICs, accommodates a maximum of 160 logical CPUs,
and necessitates a minimum of 100MB of disk space. An Intel VT or AMD-V 64-bit x86-based system
with one or more CPUs is necessary for operating Windows-based VMs [36].

Upon system boot, the installation process commences. XenServer, in contrast to other operating
systems, does not permit the construction of custom-sized partitions. XenServer autonomously ad-
ministers storage disks and file systems. It is advisable to install XenServer on workstations devoid
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Figure 2: XenServer Management Interface

of essential data or to back up data prior to installation, as the installation process would obliterate
any data on the storage drive. The installation procedure necessitates the acceptance of the end-user
licensing agreement and the selection of a clean installation option. Select a primary drive for instal-
lation from the available local hard disks. We employed a single hard disk that concurrently stores
virtual machines. Subsequently, choose the suitable installation supply; we used local media for this
objective.

The system prompts for root password entry. This password is used for all operations requiring
administrative privileges and for connecting to the server using XenCenter at later stages. The network
configuration stage follows [36].

5.2 VMware vSphere Implementation

This section outlines the experimental framework for the installation and configuration of VMware
vSphere ESXi. vSphere is accessible at no cost for non-commercial purposes via VMware’s online
download portal. Nonetheless, the download process mirrors their purchasing approach. We enrolled
on their website and asked permission to download vSphere. If the system lacks supported hardware,
installation cannot proceed. A compatibility guide is available on their website for consultation before
proceeding.

Installation is relatively straightforward, similar to other Linux installations and resembling XenServer
installation procedures. Upon installation completion, We can employ the CLI interface on host ma-
chines with vSphere installed or utilize the vSphere client for server contact. We selected the vSphere
client method. We obtained the vSphere Client via the same portal utilized for the vSphere download.
The vSphere Client is a Windows-based program deployed on a separate workstation with specifica-
tions comparable to the host machines. Following installation, we accessed the host utilizing the IP
address and root password for subsequent server interaction.

6 Experimental Results and Analysis

Following the actions discussed in previous sections, we completed experimental environment setup,
installation, and configurations. This section summarizes the experimental configuration used for
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Figure 3: Hyper-V Management Console

experiments and evaluations in subsequent sections.
Figure 4 provides a general overview of network virtualization implementation followed in our

experimental setup. Through comprehensive experimentation and evaluation, we can conclude several
important findings:

• Virtual networks demonstrate superior scalability and security compared to physical networks

• Multiple Virtual Interfaces (VIFs) can be assigned to individual Virtual Machines, with limits
depending on underlying hypervisor capabilities

• Network security and traffic isolation can be ensured using VLAN tags or IDs

• VIFs with identical VLAN tags can communicate with each other on virtual networks, ensuring
security and isolation

• Hyper-V provides the most advanced VLAN tagging features for network isolation

• Network throughput for TCP and UDP protocols shows minimal differences between VMs with
and without VLAN tags

• Round-Trip Time results in non-virtual networks are marginally lower than virtual networks due
to hypervisor layer overhead

• CPU allocation shows similar patterns where multiple Virtual Machines share single processors
compared to non-virtual networks with no CPU distribution
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Figure 4: Experimental Network Architecture

7 Performance Comparison and Discussion

Based on our experimental evaluations, we can summarize performance characteristics across differ-
ent hypervisors. In TCP throughput measurements using both tagged and untagged VLAN config-
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urations, vSphere outperformed other hypervisors, demonstrating optimal performance. XenServer
demonstrated performance very close to vSphere with differences of approximately 0.01 MB/s for both
configurations.

In terms of UDP throughput with both tagged and untagged VLAN setups, analogous to TCP
outcomes, UDP exhibited the poorest performance with Hyper-V hypervisors, whilst XenServer was
comparatively near vSphere yet somewhat surpassed it. In TCP CPU utilization with both tagged and
untagged VLAN setups, Hyper-V exhibited optimal performance with average CPU usage of 2.49%
and 2.14%, respectively, but vSphere displayed the highest resource consumption. XenServer exhibited
performance that was halfway between Hyper-V and vSphere for both configurations.

8 Conclusions and Future Work

Our thorough research and experimental findings indicate that network virtualization within cloud
computing hypervisors facilitates improved network scalability and security. The capability to assign
one or multiple Virtual Interfaces (VIFs) to individual Virtual Machines provides significant operational
flexibility, with limitations dependent on underlying hypervisor capabilities. Security and network
traffic isolation can be effectively implemented using VLAN tags or identifiers. Tagged VIFs enable
communication exclusively among VMs with identical VLAN tags on virtual networks, ensuring both
security and isolation while maintaining general communication capabilities.While security advantages
gained through VLAN tagging implementation do not negatively impact network performance. Based
on our experimental evaluation, VMware vSphere can be considered the optimal hypervisor choice,
followed by Citrix XenServer. While vSphere demonstrated superior performance in certain scenarios
and XenServer excelled in others, the performance differences between these two hypervisors remain
minimal and can be considered negligible. Consequently, both hypervisors can be regarded as nearly
equivalent in performance and used interchangeably. For most performance parameters, the impact
remains insignificant compared to non-virtualized environments. While virtualized environment setup
costs may increase, the benefits obtained significantly outweigh those of non-virtual environments.
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